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ABSTRACT: 

There are provided a non-volatile memory in which two physical sectors have been set as areas 
to store a basic program, an apparatus for obtaining a new basic program from the outside, and 
a processor for executing an application program stored in the memory in accordance with the 
basic program stored in the memory. The processor allows the obtained new basic program to 
be stored into the physical sector which is not used to write the basic program between the two 
physical sectors in the memory. A new basic program is stored into the other physical sector 
which is not the physical sector in which the basic program has been stored at the preceding 
time. Upon activation, the physical sector to write the basic program is switched in accordance 
with whether the program is normally activated or not 
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(54) APPARATUS AND METHOD FOR PROCESSING INFORMATION 

(57) There are provided a nonvolatile memory in 
which two physical sectors have been set as areas to 
store a basic program, an apparatus for obtaining a new 
basic program from the outside, and a processor for 
executing an application program stored in the memory 
in accordance with the basic prog/am stored in the 
memory. The processor allows the obtained new basic 
program to be stored into the physical sector which is 
not used to write the basic program between the two 
physical sectors in the memory. A new bask; program is 
stored into the other physical sector which is not the 
physical sector in which the basic program has been 
stored at the preceding time. Upon activation, the phys- 
ical sector to write the basic program is switched in 
accordance with whether the program is normally acti- 
vated or not 
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Description 
Technical Field 

[0001 ] The invention relates to information processing 
apparatus and method and, more particularly, to infor- 
mation processing apparatus and method for rewriting a 
basic program which is executed upon activation and an 
application program which is executed in accordance 
with the basic program. 

Background Art 

[0002] In association with the progress of a recent 
semiconductor technique, a microcomputer is applied to 
various electronic equipment For example, the micro- 
computer is also applied to an IRD (Integrated Receiver 
Decoder) which has been being widespread in recent 
years and serves as a receiver in a broadcasting sys- 
tem for broadcasting programs or the like via a satellite. 
[0003] In the field which is being widespread as men- 
tioned above, since possbflity such that services to be 
provided will be changed in the future is strong, it is nec- 
essary to design an apparatus (for example, the IRD) so 
that a program of the microcomputer can be changed in 
correspondence to the change. 
[0004] The programs of the mkaocomputer are classi- 
fied to a basic program having routines such as a boot 
routine and the like for executing a basic process and an 
application program for actually providing services. 
[0005] The applicant has already proposed such an 
apparatus for changing (updating) the application pro- 
gram in, for example, JP-A-8-1 95952 (1996). 
[0006] In case of changing both of the bask; program 
and the application program, when a new basic program 
and application program are directly written into a mem- 
ory area in which original basic program and application 
program have been stored, a state where any basic pro- 
gram having a boot routine or the like is not normally 
stored is caused so long as an error, power failure, or 
the like occurs during the writing of the basic program, 
so that it is difficult to activate the apparatus next time. 
Consequently, it is considered that two storing units are 
provided for a rewritable nonvolatile memory such as 
an EEPROM (Electrically Erasable and Programmable 
ROM) and, when the programs are updated, either one 
of the storing units is alternately used every updating. 
[0007] In this manner, even when the error, power fail- 
ure, or the like occurs during the writing of the pro- 
grams, since the original basic program has been 
preserved, the next activation can be performed. 
[0008] However, in case of provkfing the two storing 
units as mentioned above, the rewritable non-volatile 
memory of a capacity as much as at least that of the 
basic program is needed to preserve the basic program, 
so that there is a problem that it is difficult to reduce the 
costs of the apparatus. 



Disclosure of Invention 

[0009] The invention is made in consideration of such 
a situation and intends to make it possfcle to update 
5 programs without providing two rewritable non-volatile 
memories. 

[001 0] According to the invention of claim 1 , there is 
provided an information processing apparatus compris- 
ing: 

w 

storing means in which at least two memory areas 
have been preset; 

means for obtaining a new basic program from the 
outside; and 

is executing means for executing an application pro- 
gram stored in the storing means in accordance 
with a basic program stored in the storing means, 
characterized in that the executing means allows a 
new basic program obtained to be stored into the 

20 memory area that is not used for writing the basic 
prog/am in at least the two memory areas of the 
storing means. 

[001 1 ] Accorcfing to the invention of daim 13, there is 
25 provided an information processing method character- 
ized by comprising the steps of: 

storing a basic program into one of at least two pre- 
set memory areas and executing a stored applica- 
30 tion program in accordance with the stored basic 
program; and 

allowing a new basic program obtained from the 
outside to be stored into the other memory area 
that is not used for writing the basic program in at 
35 least the two memory areas. 

[0012] According to the invention of claim 2, there is 
provided an information processing apparatus compris- 
ing: 

40 

storing means in which at least two memory areas 
to store a basic program have been preset and an 
application program is stored; 
means for obtaining a new basic program and a 

45 new application program from the outside; and 

executing means for executing the application pro- 
gram stored in the storing means in accordance 
with the basic program stored in the storing means, 
characterized in that the executing means allows 

so the obtained new basic program to be stored into 
the memory area that is not used for writing the 
basic program in at least the two memory areas of 
the storing means and, after that allows the new 
application program to be stored into an area other 

55 than the area in which the new basic program has 
been stored. 

[0013] According to the invention of claim 14, there is 
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provided an information processing method character- 
ized by comprising the steps of: 

storing a basic program into one of at least two 
memory areas which have been preset and execut- 
ing a stored application program in accordance with 
the stored basic program; and 
storing a new basic program obtained from the out- 
side into the other memory area that is not used to 
write the basic program in at least the two memory 
areas of storing means and. after that storing a 
new application program obtained from the outside 
into the area other than the area in which the new 
basic program has been stored. 

[0014] In the information processing apparatus 
according to claim 1 and the information processing 
method according to claim 13, when the new basic pro- 
gram is stored into the storing means, the executing 
means allows the basic program to be stored into the 
memory area that is not used to write the basic program 
before. Therefore, it is possible to rewrite the basic pro- 
gram without any problem. 

[0015] In the information processing apparatus 
according to claim 2 and the information processing 
method according to claim 14, the newly obtained basic 
program is stored into the memory area that is not used 
to write the basic prog/am before and the newly 
obtained application program is written into the area 
other than the area in which the new basic program has 
been stored, so that the basic prog/am and the applica- 
tion program can be stored into the storing means with- 
out any problem. 

Brief Description of Drawings 

[0016] 

Fig. 1 is a block diagjam showing an embodiment of 
an information processing apparatus of the inven- 
tion; Fig. 2 is a block diagram showing a construc- 
tional example of a system monitoring circuit in Fig. 
1 ; Fig. 3 is a timing chart which is used for explain- 
ing the operation of the system monitoring circuit; 
Fig. 4 is a flowchart for explaining the operation of 
the information processing apparatus of Fig. 1; Fig. 
5 is a flowchart for explaining the operation of the 
information processing apparatus of Fig. 1 ; Fig. 6 is 
a dfiagram showing an example of a memory map of 
a flash memory in Fig. 1 ; Fig. 7 is a diagram show- 
ing an example of a change in a corresponding 
relation between physical sectors and logical sec- 
tors at the time of all downloading; and Fig. 8 is a 
flowchart for explaining the operation of an excep- 
tional process of the information processing appa- 
ratus of Fig. 1 . 



Best Mode for Carrying Out the Invention 

[001 7] Fig. 1 shows a construction of an embodiment 
of an information processing apparatus of the invention. 

5 A CPU 1 (executing means) operates in accordance 
with a program (basic program or application program) 
stored in a flash memory 4 (storing means) or an RAM 
5 (second storing means), supplies address information 
to each circuit via an address bus 2, and transmits or 

io receives data corresponding to its address to/from the 
circuit via a data bus 3. 

[001 8] The flash memory 4 is a rewritable non-volatile 
memory, has stored a basic program such as a boot 
routine or the like which is executed upon activation into 

is a physical sector (first memory area) corresponding to a 
logical sector 0, and has stored an application program 
which is executed in accordance with the basic program 
into a physical sector (second memory area) corre- 
sponding to logical sectors 1 to (N-1) (N indicates the 

20 number of sectors). The logical sectors are used when 
the CPU 1 uses them for addressing (which will be 
described hereinlater). 

[0019] The RAM 5 temporarily stores the program or 
data during the process by the CPU 1. 

25 [0020] A system monitoring circuit 7 monitors whether 
a download of new basic prog/am or application pro- 
gram has been succeeded or not and monitors various 
states such as a position where the basic program has 
been stored in the flash memory 4 and the like (which 

30 will be explained hereinlater). 

[0021] When a reset request signal is supplied from 
the system monitoring circuit 7, a reset generator 8 out- 
puts a reset signal to the CPU 1 . 
[0022] A download program buffer 9 is constructed by, 

35 for example, a semiconductor memory such as an RAM 
or the Eke and temporarily stores a new program which 
is supplied by a peripheral apparatus 11 . 
[0023] The peripheral apparatus 1 1 receives a new 
program which is supplied via a predetermined medium 

40 or a transmission path (not shown). As an example of 
the peripheral apparatus, there is a receiving unit 
(antenna, filter, tuner, demodulator, error correcting cir- 
cuit or the like) of a digital television broadcasting such 
as digital satellite broadcasting, cfigital ground wave 

45 broadcasting, or the like. A program is a program that is 
necessary for the operation of the IRD. 
[0024] Fig. 2 shows a constructional example of the 
system monitoring circuit 7. A timer signal and down- 
load information are supplied from the CPU 1 to a state 

so monitoring circuit 21 and an address signal of (n-1) bits 
in an address bus signal of n bits is also supplied. A 
boot sector control signal B and an error signal C out- 
putted from the state monitoring circuit 21 are supplied 
to an XOR (exclusive OR) circuit 22. A signal which is 

55 outputted from the XOR circuit 22 is supplied to one 
input of an XOR circuit 23 and is also supplied to a non- 
volatile RAM (NVRAM) 31 built in the state monitoring 
circuit 21 and the CPU 1. In the address bus (n bits) 
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which is supplied from the CPU 1, a predetermined 
address signal A of one bit is supplied to another input 
of the XOR circuit 23. An address signal A' which is out- 
putted from the XOR circuit 23 is supplied to the flash 
memory 4 together with the address bus signal of (n-1) 5 
bits. Further, a reset request signal R outputted from the 
state monitoring circuit 21 is supplied to the reset gen- 
erator 8. The reset signal outputted from the reset gen- 
erator 8 is supplied to the CPU 1 . 

[0025] In the information processing apparatus in the 10 
invention, a plurality of locations are provided as a 
memory location where the basic program which is exe- 
cuted when the system is activated is stored in the flash 
memory 4. When all of the programs in the flash mem- 
ory 4 are downloaded and rewritten, the basic program 15 
is stored at a location different from the location where 
the basic program used for the operation so far has 
been stored. With this construction, even if an error 
occurs during the download of the basic program and 
the download fails, since the basic program that can be 20 
surely normally activated remains, it is prevented that a 
state where the system cannot be activated due to the 
failure of the download occurs. 

[0026] For simplicity of explanation, description will 
now be made hereinbelow with respect to a case where 2s 
the flash memory 4 has 0 to 31 sectors and two sectors 
(physical sectors 0 and 16) in which the basic program 
can be stored are provided in the flash memory 4. The 
invention, however, is not limited to those numerical val- 
ues. 30 
[0027] The operation when a power source of the sys- 
tem monitoring circuit 7 is turned on wiD now be 
explained with reference to Ftg. 2 mentioned above and 
a timing chart of Fig. 3. 

[0028] The state monitoring circuit 21 allows the built- 35 
in NVRAM 31 to periodically store a value of the signal 
outputted from the XOR circuit 22, so that the state 
(high level or low level) of the signal outputted from the 
XOR circuit 22 just before the power source of the infor- 
mation processing apparatus such as a receiver or the ao 
I fee is turned off can be stored. 

[0029] When the power source is turned on, the state 
monitoring circuit 21 reads out an output (final boot sec- 
tor information) of the XOR circuit 22 which has been 
stored in the built-in NVRAM 31 and is generated just 45 
before the power source is turned off at the time of the 
preceding activation, and supplies to the XOR circuit 22. 
The state monitoring circuit 21 also discriminates a 
state of the CPU 1 from the address information of (n-1) 
bits and a timer signal which are supplied from the CPU so 
1. When it is determined that it is an erroneous state, 
the circuit 21 outputs a high level signal as an error sig- 
nal C to the XOR Circuit 22 (Fig. 3A). Further, when the 
erroneous state is detected, the state monitoring circuit 
21 outputs the reset request signal R to the reset ss 
request generator 8 (Fig. 3B). 

[0030] When it is assumed that a low level signal has 
been stored in the NVRAM 31 , unless the error signal C 



is generated, the output of the XOR circuit 22 becomes 
the low level signal and the tow level signal is outputted 
to the XOR circuit 23. 

[0031] In this instance, when the basic program is 
downloaded at the time of the preceding activation and 
the download fails, naturally, the CPU 1 is not normally 
activated and the state monitoring circuit 21 detects 
such a state and outputs the high level signal as an error 
signal C to the XOR circuit 22 as mentioned above. 
Consequently, the output of the XOR circuit 22 is 
inverted to the high level (Fig- 3D) and the high level sig- 
nal is stored in the NVRAM 31 at a timing just before 
timing t1. The state monitoring circuit 21 outputs the 
error signal C and simultaneously outputs the reset 
request signal to the reset generator 8. The reset gener- 
ator 8 generates the reset signal at timing t1 in response 
to the reset request signal (Fig. 3C), so that the whole 
system is reactivated (mesh portion in Fig. 3). When the 
reactivation is executed, the high level signal stored in 
the NVRAM 31 is supplied as a boot sector control sig- 
nal B to the XOR circuit 22 (Fig. 3E) and no error signal 
is generated, so that the output of the XOR circuit 22 
becomes the high level signal (Fig. 3D) and is supplied 
to the XOR circuit 23. Since the address signal A of one 
bit which is supplied from the CPU 1 before the error 
occurs has the same value as that after completion of 
the reactivation (Fig. 3F). the address signal A' as an 
output of the XOR circuit 23 before the error occurs is. 
inverted after completion of the reactivation. 
[0032] In this manner, the address which is accessed 
in the flash memory 4 is switched and the system is 
reactivated by the preserved basic program irrespective 
of the failure of the download. 

[0033] The operation after completion of the turn-on of 
the power source of the information processing appara- 
tus of Fig. 1 will now be explained with reference to flow- 
charts of Figs. 4 and 5. In the following explanation, 
although description will be made with respect to a case 
where the basic program has been stored in the physi- 
cal sector 0, the apparatus can also similarly operate 
when the basic program has been stored in the physical 
sector 16. 

[0034] In step S1, when the power source is turned 
on, as shown in Fig. 6, the CPU 1 refers to a reset vector 
stored at the head of the logical sector 0 of the flash 
memory 4 in which the basic program has been stored 
and executes a boot routine (bootO in the diagram) 
stored in the address shown by its value. In this 
instance, when an error occurs, the above-mentioned 
process for the reactivation is executed. 
[0035] In step S2, the CPU 1 executes a copy routine 
(copyjxogO in the diagram), reads out a root task rou- 
tine (rooflaskO in the diagram) for managing the down- 
load or executing an application task, a download 
routine (downtoaderO in the diagram) for downloading a 
new program from the peripheral apparatus 1 1 , and a 
service routine (basic ISRs in the diagram) for executing 
an interrupting process from the logical sector 0, and 
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allows them to be stored- into the RAM 5 as shown in 
Fig. 6. 

[0036] in step S3, the CPU 1 starts the execution of 
the root task routine in the RAM 5. The processes in 
step S3 and subsequent steps are executed in accord- s 
ance with the root task routine. 
[0037] As mentioned above, the CPU 1 allows the rou- 
tines such as a root task routine and the like stored in 
the logical sector 0 to be stored into the RAM 5 and, 
after that, executes the routines stored in the RAM 5, so io 
that the logical sector 0 in the flash memory 4 can be 
rewritten. Even when a bus error, an address error, an 
illegal command, or the like occurs during the execution 
of the program, the exceptional process can be exe- 
cuted by storing the service routine to execute the inter- 15 
rupting process into the RAM 5, so that a download of a 
proper program can be executed after completion of the 
exceptional process. 

[0038] In step S4, the CPU 1 inquires of the peripheral 
apparatus 11 (or system monitoring circuit 7) about 20 
whether the preceding download of the program from 
the peripheral apparatus 1 1 has failed or not. When it is 
determined that the preceding download is successful, 
the processing routine advances to step S5 and all of 
the logical sectors are checked. In case of checking the 25 
logical sectors, it is desired to sequentially check the 
logical sectors from the logical sector 16 serving as a 
rewriting start sector of the downloaded program to the 
logical sector 32 and, after that, sequentially check the 
logical sectors from the logical sector 0 to the logical so 
sector 15. Even when the download is never executed 
until this time point after the power-on, the processing 
routine advances to step S5. 

[0039] In step S6, the CPU 1 discriminates whether an 
abnormality has been found in all of the logical sectors 35 
or not When it is decided that no abnormality is not 
found, the processing routine advances to step S7, the 
application tasks (application program) 
(applicationTaskl 0. applicationTask2(), ... in the dia- 
gram) are sequentially started as a multi-task, after that 40 
the processing routine advances to step S9 (Fig. 5), and 
the CPU 1 waits until the download is executed. 
[0040] For example, a program version register or a 
register for check sum is assured in a predetermined 
memory area in the flash memory 4, a version of the 45 
program and a value of the check sum are previously 
stored upon writing of the program and those values are 
referred in step S6, so that the CPU 1 can discriminate 
whether each logical sector is abnormal or not. Even 
when information of the result (success or failure) of the so 
download is not stored, the peripheral apparatus 1 1 can 
determine whether the preceding download has been 
successful or not by checking the predetermined logical 
sector as mentioned above. 

[0041] On the other hand, when the CPU 1 decides ss 
that the abnormality was found in step S6, the process- 
ing routine advances to step S8. In step S8, the CPU 1 
discriminates whether the logical sector 16 is abnormal 



or not. When the logical sector 16 is abnormal, the CPU 
1 determines that the writing of the boot sector foiled in 
the preceding all download, outputs a request to down- 
load (all download) a new program corresponding to all 
of the logical sectors to the peripheral apparatus 1 1 . 
After that, the processing routine advances to step S9 
(Fig. 5) and the CPU 1 waits until the download is exe- 
cuted. When the logical sector 16 is normal, the 
processing routine advances to step S9 without execut- 
ing any process. 

[0042] In step S4, when it is decided that the preced- 
ing download failed, (even if the application task is exe- 
cuted, since a possibility such that the bus error, 
address error, illegal command, or the like occurs is 
strong.) the processing routine advances to step S9 
(Fig. 5) and the CPU 1 waits until the next download is 
executed. 

[0043] The CPU 1 waits until the next download is exe- 
cuted in step S9. When the download is started by the 
peripheral apparatus 11, first in step S10, the CPU 1 
specifies the sector (boot sector) in which the boot rou- 
tine has been arranged, namely, the number of the 
physical sector corresponding to the logical sector 0 (in 
this case, 0 or 16) from, for example, final boot sector 
information stored in the non-volatile memory 31 . 
[0044] When the application program is operated in a 
multi-task environment the root task (having a rewriting 
pro-am) is remained at this time point and the execu- 
tion of all of the other tasks is stopped. 
[0045] In step S11. the CPU 1 discriminates whether 
the kind of download to be executed is the all download 
or a partial download such that the programs (namely, 
the application program) of the sectors except for the 
boot sector are downloaded by a predetermined signal 
from the peripheral apparatus 11. When this download 
is the partial download, the processing routine 
advances to step S12 and the CPU 1 allows the pro- 
gram supplied from the peripheral apparatus 1 1 to be 
stored into the area in a range from the logical sector 1 
to the final logical sector. 

[0046] As shown in Fig. 6, the partial download can be 
executed by storing the application tasks and data cor- 
responding to them into the sectors Afferent from that of 
the basic program such as a boot routine and the (ike. In 
the partial download, since the basic program is not 
rewritten, data is protected. Therefore, even if an acci- 
dent occurs during the download, the partial download 
can be executed again by using such a construction. 
[0047] In this instance, when the boot sector is 
arranged in only the physical sector 0 and the activation 
is executed by the basic program stored in it the pro- 
gram is overwritten onto the area from the physical sec- 
tor 1 to the final physical sector (physical sector N-1). 
[0048] On the other hand, there is considered a case 
where although the system is activated by the basic pro- 
gram stored in the physical sector 0 at present the other 
boot sector is arranged in the physical sector 16. 
Although the all download was executed at the preced- 
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ing activation and the download has been normally exe- 
cuted up to the boot sector, if the download of the 
application program fails, such a state is caused. As a 
countermeasure in this case, there are considered a 
case where the boot sector of the physical sector 0 is s 
remained and the partial download is performed to the 
other portions and a case where the boot sector of the 
physical sector 16 is remained and the partial download 
is performed to the other portions. As for the selection of 
either one of the two cases, for example, it is also possi- 10 
ble to compare the version information of the boot sec- 
tors stored in the physical sectors 0 and 16 and to leave 
the new one. It is also possible to leave the boot sector 
having a high affinity for the program to be partially 
downloaded from now on and to download the other is 
portions. 

[0049] In step S13. the CPU 1 discriminates whether 
this download failed or not When the download is suc- 
cessful, the processing routine is returned to step S1 
and the system is booted again (reactivation is exe- 20 
cuted). 

[0050] On the other hand, when it is decided in step 
S1 3 that the download failed, the CPU 1 allows informa- 
tion of the failure of the download to be stored into the 
built-in memory. Further in step S14, the CPU 1 reports 25 
the failure of the download to the peripheral apparatus 
1 1 by oufputting a predetermined signal. After that, the 
processing routine is returned to step S9 and the CPU 1 
waits unto the download is executed again. 
[0051] When it is determined in step S11 that the 30 
present download is the all download, the processing 
routine advances to step S1 5 and the CPU 1 allows the 
program supplied from the peripheral apparatus 1 1 to 
be stored. That is, the boot sector is written into the log- 
ical sector 16 and data of the logical sector 1 is written 35 
into the logical sector 17. In this manner, data is 
sequentially written. The sector is returned to the logical 
sector 0. Data is written into the areas up to the logical 
sector 15. 

[0052] As shown in Fig. 7, the addressing of the flash 40 
memory 4 is performed by, for example, 32 bits. In case 
of using the value of the 21th bit of the address informa- 
tion for the switching control of the boot sector, when the 
CPU 1 addresses the head (0 x 200000 ("0 x" indicates 
the hexadecimal number)) of the logical sector 0. the 45 
head (0 x 200000) of the physical sector 0 is addressed 
so long as the value of the address signal is equal to 0. 
On the other hand, when the value of the address signal 
is equal to 1 . the head (0 x 300000) of the physical sec- 
tor 16 is addressed. so 
[0053] Therefore, when the boot sector is arranged in 
the physical sector 0, as shown in Fig. 7. the program is 
sequentially written into the physical sectors from the 
sector 1 6 to the end sector (physical sector N-1 ) and the 
physical sectors 0 to 15 in accordance with the order of ss 
the logical sector numbers. Therefore, the physical sec- 
tor number corresponding to a predetermined logical 
sector number at this time is shown by the remainder 



((logical sector No. + 16)(mod N)) of the sector number 
N for the number obtained by adding 16 to the logical 
sector number. 

[0054] When the boot sector is arranged in the physi- 
cal sector 16. the program is sequentially written into 
the physical sectors from the sector 0 to the end sector 
(physical sector N-1) in accordance with the order of the 
logical sector numbers. Therefore, the number of each 
physical sector after completion of the writing is the 
same number as that of the logical sector correspond- 
ing to the physical sector. 

[0055] That is, when the original boot sector is 
arranged to the physical sector 0, the boot sector is 
arranged to the physical sector 16 by the present down- 
load. When the original boot sector is arranged to the 
physical sector 16, the present boot sector is arranged 
to the physical sector 0. As mentioned above, by pre- 
venting that the program of the present boot sector is 
written before a new program is overwritten into the 
original boot sector, even when an error occurs during 
the download of the program, at least one normal boot 
sector is preserved. 

[0056] In step S16, the CPU 1 discriminates whether 
the download has failed or not. When the download is 
successful, the processing routine is returned to step 
S1 (Fig. 4) and the system is booted again (reactivation 
is executed). 

[0057] When it is decided in step S16 that the down- 
load failed, the CPU 1 allows the information of the fail- 
ure of the download to be stored into the built-in 
memory. Further in step S17, after the failure was 
reported to the system monitoring circuit 7 and periph- 
eral apparatus 1 1 , the processing routine is returned to 
step S9 and the CPU 1 waits until the download is exe- 
cuted again. 

[0058] In this manner, when the all download or partial 
download is executed as necessary and the download 
does fail, a predetermined application task is executed 
after completion of the boot. 

[0059] An exceptional process when a bus error, an 
address error, an illegal command, or the tfce occurs will 
now be explained by referring to a flowchart of Fig. 8. In 
above-mentioned step S5, when an error occurs due to 
a check omission in spite of a fact that ail of the logical 
sectors were checked, the following exceptional proc- 
ess is executed. 

[0060] First in step S21, the CPU 1 reads out the 
address in which the error occurred and, in step $22, 
specifies the logical sector in which the error occurred 
from its address value 

[0061] In step S23, the CPU 1 discriminates whether 
the logical sector is the boot sector (namely, logical sec- 
tor 0) or not. When the logical sector is the boot sector, 
in step S24, the CPU 1 transmits a request for the all 
download to the peripheral apparatus 11. When the 
sector is a sector except for the boot sector, the CPU 1 
transmits a request for the partial download. 
[0062] By executing the exceptional process as men- 
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~ tioried above, "for example, even when the power failure 
occurs during the download and the failure of the down- 
load is not reported to the peripheral apparatus 1 1 and. 
further, a check omission occurs at the time of checking 
of the logical sectors, the download can be executed 
again. 

[0063] In the embodiment, although the number of the 
physical sector to which the boot sector is arranged is 
set to 0 or 16, the boot sector can be also arranged to 
the other physical sector. 

[0064] In the embocfiment although the basic program 
has been stored in the RAM 5, it is also possible to con- 
struct in a manner such that the logical sectors 16 to (N- 
1) are rewritten by a program rewriting module (down- 
loaderO in Fig. 6) stored in the boot sector (logical sec- 
tor 0) in the flash memory 4 and, as for the rewriting of 
the logjcal sectors 0 to 15, the execution is shifted to a 
program rewriting module which is newly suppfied and 
all of the programs are rewritten. Therefore, it is unnec- 
essary to store the basic program into the RAM 5. 
[0065] In this case, an address into which the program 
rewriting module (downloaderO) which is newly sup- 
plied is stored is previously supplied as data to the orig- 
inal program rewriting module. After a new basic 
program was written into the logical sector 0 in accord- 
ance with the original program rewriting module, the 
CPU 1 shifts the execution of the program to the new 
program rewriting module in the new logical sector 0 
and writes the remaining program subsequent to the 
logical sector 0 into the flash memory 4 in accordance 
with the new program rewriting module. 
[0066] As mentioned above, according to the inven- 
tion, the new basic program is stored into a predeter- 
mined area in the second memory area in which the 
original application program has been stored and, after 
that, the new application program is stored into the area 
in a range from the end of the area in which the new 
basic program has been stored to the end of the second 
memory area, the first memory area in which the origi- 
nal basic program has been stored, and the area in a 
range from the head of the second memory area to the 
head of the area in which the new basic program has 
been stored. Consequently, a capacity of the rewritable 
non-volatile memory can be reduced. 
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12 
Claims 

1 . An information processing apparatus comprising: 

5 storage means in which at least two memory 

areas have been preset; 
means for obtaining a new basic program from 
the outside; and 

executing means for executing an application 
10 program stored in said storage means in 

accordance with said basic program stored in 
said storage means, 

characterized in that said executing means 
allows said obtained new basic program to be 
is stored into the memory area which is not used 

to write the basic program between said at 
least two memory areas in said storage means. 

2. An information processing apparatus comprising: 

so 

storage means in which at least two memory 
areas to store a basic program have been pre- 
set and an application program is stored; 
means for obtaining a new basic program and a 

25 new application program from an outside; and 

executing means for executing the application 
program stored in said storage means in 
accordance with the basic program stored in 
said storage means, 

30 characterized in that said executing means 

allows said new basic program obtained to be 
stored into the memory area which is not used 
to write the basic program between said at 
least two memory areas in said storage means 

35 and, after that, allows said new application pro- 

gram to be stored into the area other than the 
area in which said new basic program has 
been stored. 

40 3. An information processing apparatus according to 
claim 1 or 2. characterized in that 

said storage means is a non-volatile memory. 

45 4. An information processing apparatus according to 
claim 1 or 2. characterized in that 

said means for obtaining the basic program 
from the outside is receiving means of a digital 
so television signal. 

5. An information processing apparatus according to 
claim 1 or 2. characterized in that 

55 said apparatus further comprises second stor- 

age means for temporarily storing said basic 
program, and 

said executing means allows said new basic 
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14 



13 

- . . program and said new application program to 
be stored in accordance with said basic pro- 
gram stored in said second storage means. 

6. An information processing apparatus according to s 
claim 2, characterized in that 



7. An information processing apparatus according to is 
claim 2, characterized in that 

said application program has routines corre- 
sponding to a predetermined number of func- 
tions and 20 
data which is used by said routine is stored into 
a sector in which said routine is stored. 

8. An information processing apparatus according to 
claim 2, characterized in that 25 

said executing means allows said new basic 
program and said new application program to 
be stored or allows only said new program to 
be stored into said storage means in accord- 30 
ance with a predetermined signal. 

9. An information processing apparatus according to 
claim 1 or 2, characterized in that 

35 

each of said at least two memory areas in said 
storage means is one predetermined sector 
among a predetermined number of sectors. 

10. An information processing apparatus according to 40 
claim 1 or 2, characterized in that 

said basic program has a boot routine. 

11. An information processing apparatus according to 45 
claim 1 or 2, characterized in that 

said baste program has a routine for an inter- 
rupting process. 

50 

12. An information processing apparatus according to 
claim 1 or 2, characterized in that 

said apparatus further has monitoring means 
for monitoring whether said executing means is ss 
normally activated or not and 
when said executing means is not normally 
activated, a write address is switched from one 



of said at least two memory areas in said stor- 
age means to the other and said executing 
means is again activated. 

13. An information processing method characterized by 
comprising the steps of: 

storing a basic program into one of at least two 
preset memory areas and executing a stored 
application program in accordance with said 
stored basic program; and 
storing a new basic program obtained from an 
outside into the other memory area which is not 
used to write the basic program between said 
at least two memory areas. 

14. An information processing method characterized by 
comprising the steps of: 

storing a basic program into one of at least two 
preset memory areas and executing a stored 
application program in accordance with said 
stored basic program; and 
storing a new basic program obtained from an 
outside into the other memory area which is not 
used to write the basic program between said 
at least two memory areas in said storage 
means and, after that, storing a new application 
prog/am obtained from the outside into the 
area other than the area in which said new 
basic program has been stored. 



said executing means allows said new basic 
program to be stored in accordance with said 
basic program stored in said second storage 10 
means and, after that, allows said new applica- 
tion program to be stored in accordance with 
said new basic prop/am. 
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Fig. 5 
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Fig. 6 



FLASH MEMORY 



RAM 



0x200000 



physical sector 0 

rO 



fefloribd 

physics! sector 1 
logical sector I 



0x220000 
pHystcal xoutor 2 

sector 2 

OicSdooob 

physios! sector 16 
sctor 16 

0x300000 

>17 
17 



ADDRESS OF RESET VECTOR 1-6 OOT0 



bootO 
copy_pro*() 



rootTasfcO 



dovmJoadeK) 



bmsic ISRs 



■ppUcation Taskl (code) 



appfication Task2(code) 



app&cetion Task3(code) 



sector 2 data area 



application Task4(code) 



sector 3 data area 



application TasfcM 



application TaskM+1 



OkOOOOOO 




rootTaskO 

dovwtloadarO 
basic ISRs 



phy steel sector 31 
0x3fffff 



14 



EP0 898 225A1 



Fig. 7 
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Fig. 8 



( ERROR PROCESSING START } 



READ OUT ADDRESS 

VALUE 
IN WHICH ERROR WAS 
GENERATED 



S21 



SPECIFY SECTOR IN 
WHICH ERROR WAS 
GENERATED FROM 
ADDRESS VALUE 



S23 



'ERROR IS GENERATED 
IN BOOT SECTOR? 



S24 



} 



NO 



1 


YES 

r 


TRANSMIT F 
ALL DOV 


5EQUEST OF 
VNLOAD 



TRANSMIT REQUEST OF 
PARTIAL DOWNLOAD 



-S25 



C RETURN } 



16 



• 



EP 0 898 225 At 



INTERNATIONAL SEARCH REPORT 


International application No. 




PCT/JP98/00356 



A_ CLASSIFICATION OF SUBJECT MATTER 



Int. CI* G06F9/06, 9/445, 12/16 

According lo mternattonaj Patent Classification (IPC) or to both national classification and IPC 
B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
Int. CI* G06F9/06, 9/445, 12/16 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Jitsuyo Shinan Kbho 1979-1998 Toroku Jitsuyo Shinan Koho 1994-1998 

Kokai Jitsuyo Shinan Koto 1972-1994 

Electronic data base consulted during Ibe international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to daira No. 


X 


JP, 8-69376, A (Hitachi, Ltd., Hitachi Keiyo 
Engineering X.K.), 

March 12, 1996 (12. 03. 96) (Family: none) 


1-3, 7, 9, 
10, 13, 14 


Y 

y 


JP, 8-195952, A (Sony Corp.), 

July 30, 1996 (30. 07. 96) 

£ EP, 723372, A2 & CH, 1138802, A 


4-6, 8, 11, 
12 

4 


y 


JP, 7-261997, A (Fanuc Ltd.), 

October 13, 1995 (13. 10. 95) (Family: none) 


5, n 


Y 


WO, 95/08824, Al (Robert Bosch GmbH.), 
March 30, 1995 (30. 03. 95) 
& DE, 4332499, Al Si CN, 1131997, A 
£ US, 5712969, A £ JP, 9-503083, A 
i EP, 721644, Al 


5, 6 



fx] Further documents are listed in the continuation of Box C | | Sec patent family annex. 



♦ Special categories of cited doouneats: *T btcr document published after the intenatooaa! fifing date or priority 
"A* documcxa rirf~ mi rig Ibe £cncral state of the art which b not dale »od ool in conflict with the sppiteatioa but died to a^drrsttwd 

considered lo be of particular rdevmace Ae principle or theory oodertyiaj the tnveatioa 

"E" earlier docuancat b«t published om or after the international filiag dale "X" docmneai of particqtar retevaocc; fee cfaiaied tovertioi cannot be 
"L" document which nay throw doobte oft priorily cbionfs) or which is coaaidricd novel or cannot be considered lo iavorve ao toveotive step 

died lo cstabttsa the publicaboo date of another atatto* or other when the dorameaf is taken aJooe 

special reason (as specified) *Y* docmneot of particaiar relevance; the daisied invention canaot be 
"O" document referring to an oral djscfcware. use, cxhibitioo or other cooadered to involve *« inventive step whea the docmncat t» 

means ojn th i o o d with one or more other such docaieots. sach coa ib im ti oa 

"V document published prior to Ibe inte rnat ion a l fiting date hot bier thaa being obvious to a petxo* ski tied to the art 

the priority dale daimed "A* docotpeni member of the stoic patent family 



Date of the actual completion of the international search 
April 16, 1998 (16. 04. 98) 


Date of mailing of the international search report 

April 28, 1998 (28. 04. 98) 


Name and mailing address of the ISA/ 

Japanese Patent Office 


Authorized oflicer 
TelephoneNo. 



Form PCTVISA/210 (second sheet) (July 1992) 



17 




• 



EP 0 898 225 A1 



INTERNATIONAL SEARCH REPORT 



International application No, 

PCT/JP98/00358 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Ctatioo of document, with indication, where appropriate, of ihc relevant passages 



JP, 3-158184, A (Juki Corp.)* 

July 8 f 1991 (08, 07* 91) (Family: none) 

JP, 5-197559, A (NEC Corp* ) , 

August 6, 1993 (06. 08. 93) (Family: none) 

JP. 8-255084, A (Hewlett-Packard Co.), 

October 1, 1996 (01. 10. 96) 

& EP, 723226, Al * US, 5568641, A 



Form PC-r/ISA/210 (continuation of second sheet) (July 1992) 



18 



^ PAGE BUNK (uspto) 



